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Abstract-The recent algebraic attacks have received a lot of attention in cryptographic literature. The algebraic immunity of a Boolean function quantifies its resistance to the standard algebraic attacks of the pseudorandom generators using it as a nonlinear filtering or combining function. Very few results have been found concerning its relation with the other cryptographic parameters or with the rth-order nonlinearity. As recalled by Carlet at CRYPTO'06, many papers have illustrated the importance of the rth-order nonlinearity profile (which includes the first-order nonlinearity). The role of this parameter relatively to the currently known attacks has been also shown for block ciphers. Recently, two lower bounds involving the algebraic immunity on the rth-order nonlinearity have been shown by Carlet et al.. None of them improves upon the other one in all situations. In this paper, we prove a new lower bound on the rth-order nonlinearity profile of Boolean functions, given their algebraic immunity, that improves significantly upon one of these lower bounds for all orders and upon the other one for low orders.
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I. INTRODUCTION

S
YMMETRIC cryptosystems are commonly used for encrypting and decrypting owing to their efficiency. A classical model of symmetric cryptosystem are stream ciphers. They are composed of one or several linear feedback shift register (LFSR) combined or filtered by a Boolean function. These cryptosystems have been the objects of a lot of cryptanalyses and several design criteria have been proposed concerning the filtering or combining functions. A survey on this topic can be found in [2] . The most basic requirement concerning Boolean functions used in stream ciphers is to be of algebraic degree as high as possible. We recall that the algebraic degree of a Boolean function is the degree of its unique representation as a multivariate polynomial over , that we denote by . Recently, new kinds of attacks drawn from an original idea of Shannon [15] has emerged; these attacks are called algebraic attacks and fast algebraic attacks [6] , [12] . They proceed by modeling the problem of recovering the secret key by means of an over-defined system of multivariate nonlinear equations of algebraic degree at most . The core of algebraic attacks is to find low-degree Boolean functions and such that . Meier, Pasalic, and Carlet [13] have shown that it is equivalent to the existence of low degree annihilators of , that is, of -variable Boolean functions such that or . The minimum degree of such is called the algebraic immunity of , and that we denote it by . It must be as high as possible (the optimum value of being equal to ). Fast algebraic attacks proceed in a different way but having a high algebraic immunity is not only a necessary condition for a resistance to standard algebraic attacks but also for a resistance to fast algebraic attacks. Few authors have investigated the relation between the algebraic immunity of Boolean function and other cryptographic parameters. The first result found concerns the Hamming weight of , that is, the number of 's in its truth table. It was shown in [3] that It implies in particular that a Boolean function with optimum nonlinearity is necessarily balanced in odd dimension, that is outputs with probability . Another important cryptographic parameter is the nonlinearity of a Boolean function , that we denote by , which equals the number of bits to change in the truth table of to get an affine Boolean function (that is, a Boolean function of algebraic degree ). The first lower bound on the nonlinearity of involving the algebraic immunity was given in [3] . Lobanov [11] improved further upon this lower bound and proved that for every -variable Boolean function . Moreover, he has exhibited a family of Boolean function achieving the equality . Carlet introduced in [1] the term nonlinearity profile of Boolean functions, which is the sequence whose th-order term equals the th-order nonlinearity of the function that we denote by , and that is the minimum distance between and all -variable Boolean functions of algebraic degrees at most . This parameter extends the standard (first-order) nonlinearity of a Boolean function . Several papers [5] , [8] , [9] , [10] , [14] have shown the role played by this parameter in relation to some cryptanalyses (note that contrary to the (first-order) nonlinearity, it must have low value for allowing the attacks to be realistic [1] , [3] . None of the two lower bounds improves upon the other one in all situations. Indeed, the bound of [1] is better than the bound of [3] for all values of when the number of variables is smaller than or equal to 12, and for most values of when the number of variables is smaller than or equal to 22.
These lower bounds say that the th-order nonlinearity of an -variable Boolean function of algebraic immunity is greater than or equal to the maximum value between and , where if and if . In this paper, we improve further the lower bound of [3] for all orders and the lower bound of [1] for low orders (which are the most important from a practical point of view): for every -variable Boolean function , we prove that the th-order nonlinearity of an -variable Boolean function of algebraic immunity is greater than or equal to . The paper is organized as follows. First, we begin with fixing our main notation in Section II. Second, we study in Section III the dimension of the annihilators with prescribed algebraic degrees of Boolean functions with given algebraic degrees. The results of this section are crucial to obtain in Section IV a new lower bound on the th-order nonlinearity of a Boolean function of given algebraic immunity (Theorem 10).
II. PRELIMINARIES
Let be any positive integer. In this paper, we shall denote by the set of all - . We shall denote the th-order nonlinearity of by .
The first-order nonlinearity of is simply called the nonlinearity of and is denoted by (instead of ). Clearly we have if and only if has degree at most . So, the knowledge of the nonlinearity profile (i.e., of all the nonlinearities of orders ) of a Boolean function includes the knowledge of its algebraic degree. It is, in fact, a much more complete cryptographic parameter than are the single (first-order) nonlinearity and the algebraic degree. Very little is known on . The best known upper bound on has asymptotic version [4] for every -variable Boolean functions .
The algebraic immunity [13] of a Boolean function quantifies the resistance to the standard algebraic attack of the pseudorandom generators using it as a nonlinear function. It is defined as follows.
Definition 2 (Algebraic Immunity):
Let be an -variable Boolean function. An -variable Boolean function is said to be an annihilator of if the product is null (that is, the support of is included in the support of ). We denote by the vector space of all annihilators of . The algebraic immunity of is the minimum algebraic degree of all the nonzero annihilators of or of . The algebraic immunity of , is denoted by .
Clearly, the algebraic immunity of a Boolean function is less than or equal to its algebraic degree since is an annihilator of . As shown in [12] , we have as already recalled above. It was shown in [7] that the Hamming weight of a Boolean function with given algebraic immunity satisfies . In particular, if is odd and has optimum algebraic immunity then is balanced.
III. SOME RESULTS ON THE DIMENSION OF THE VECTOR SPACE OF PRESCRIBED DEGREE ANNIHILATORS OF A BOOLEAN FUNCTION
An important parameter for evaluating the complexity of algebraic attacks on the systems using a given Boolean function is the number of linearly independent low-degree annihilators of this Boolean function and of the function . We shall see in the next Section that it plays also an important role in relation to the th-order nonlinearity.
Definition 3:
Let be a Boolean function and let be a positive integer. We denote by the vector space of those annihilators of degrees at most of and by the dimension of .
The dimension is an affine invariant, that is, we have for every affine automorphism of (this comes from the affine invariance of the algebraic degree and the fact that is an annihilator of if and only if is an annihilator of ). Little is known about the behavior of . Carlet [1] proved the following upper bound on . This latter inequality becomes an equality whenever is the complement of an -dimensional affine subspace of because it has been shown in [1] that is equal to for such Boolean functions.
We prove a result that we shall use to improve the lower bound of [1] , [3] . To this aim, we need to introduce some additional notation. Given an element of , we call the subset the support of , and we denote it by . The Hamming weight of , denoted by , is the cardinality of . We shall use the partial ordering on defined as follows:
Moreover, for every pair of elements of , we denote by the element of defined as: , that is, the element of whose support is the union of the two supports and . We say that an element of a subset of is a maximal element of with respect to the word partial ordering if . For every element of , we denote by the bitwise complement of , that is, the element of defined by . We begin with proving the following lemma. , the monomial appears at most once in the sum (see Proof of Lemma 4) and is of algebraic degree . Hence, the intersection is reduced to because every non-null element of is of algebraic degree at least while every non-null element of is of algebraic degree at most . This proves that the vector sum is a direct sum. This implies that
We can deduce from the Proposition 5 the following lower bound on the difference valid for every Boolean function of degree at most . , which is not contained in any another monomial of . Now, we have This follows from the identity and the sequence of equalities Therefore, the preceding lower bound on is better than that of Corollary 6 if we take . However, it requires more information on the -variable Boolean function than that of Corollary 6 that simply depends on the algebraic degree of . Now, we shall need a lower bound that does not depend on the -variable Boolean function to get our result. This is the reason why we shall restrict ourselves to use Corollary 6 rather than Proposition 5 in the sequel.
Remark 2:
The lower bound of Corollary 6 is achieved by the complements of the indicators of -dimensional affine subspaces of , that is, whenever is the complement of an -dimensional affine subspace of , it holds that Indeed, we have that (Proposition 1) and (Proposition 3). Therefore, according to Lemma 2 . However, we do not know whether there exists or not other Boolean functions that achieve the equality
The only fact that we are able to state is deduced from the arguments given in Remark 1, that is, if an -variable Boolean function achieves equality, then all the maximal elements in the ANF of are of algebraic degree .
Lemma 7:
Let be an -variable Boolean function of algebraic degree . Let be a positive integer strictly greater than . Then the subspace is contained in . Proof: Let be an element of . Assume that where . Now, . Moreover, one has for every , that is, is an annihilator of . Thus, .
Remark 3:
In the particular case where the -variable Boolean function is the complement of the indicator of an -dimensional affine subspace of , the subspaces and coincide because their dimensions are equal.
Indeed, note first that (since by virtue of Proposition 1). On the other hand, Proposition 3 says that . Thus,
IV. A NEW LOWER BOUND ON THE TH-ORDER NONLINEARITY OF -VARIABLE BOOLEAN FUNCTION WITH RESPECT TO THEIR ALGEBRAIC IMMUNITY
In this section, we shall see that the dimension of the vector subspace of all annihilators with prescribed algebraic degree of a Boolean function plays also an important role in relation to the th-order nonlinearity of this Boolean function. Given an -variable Boolean function and a positive integer , we denote by the restriction of the generator matrix of the th-order Reed-Muller code of length to the support of , that is, the columns of this matrix correspond to the evaluation of the monomials of algebraic degree at most on the support of . This matrix has rows and columns. The following known result will be useful in the sequel. For making the paper self-contained, we include its proof. . The latter equality is hence equivalent to saying that the -variable Boolean function is an annihilator of .
Identity (1) is obtained by noting that the dimension of the subspace and the rank of are equal. The result follows then from the fact that (Lemma 2).
The th-order nonlinearity of a Boolean function is the minimum Hamming distance from to an -variable Boolean function of algebraic degree at most . Our approach is to establish a lower bound on holding for every Boolean function of algebraic degree . To this end, we first establish a lower bound on involving the sum of the two dimensions and . This is the key result that will enable us to improve further the lower bound of [3] , [1] . . Clearly, we have . Now, for every positive integer , the matrix is deduced from the matrix by deleting rows and adding rows. The matrix being of full rank according to Proposition 8, we hence have that and thus that . Similarly, the matrix is deduced from the matrix by deleting rows and adding rows. The matrix being also of full rank, we hence deduce by similar arguments as those exposed previously that .
Remark 4:
Collecting together Lemma 3 applied to affine Boolean functions and Lemma 9 leads to for every -variable affine Boolean function, that is, we recover the lower bound of [11] .
Similarly, Applying Lemma 9 to -variable Boolean functions of algebraic degree at most leads to that is, we recover the first lower bound of [1, Theorem 1] .
We then deduce from Lemmas 5 and 9 our lower bound on the th-order linearity of an -variable Boolean function with prescribed algebraic immunity. Our idea is to get a lower bound on this sum rather than considering separately the two dimensions and . Thus, we get which is exactly the lower bound of [11] .
Remark 6: Theorem 10 improves further the result of [3] for all orders. We present in Table III the comparison between our lower bound and the lower bound of [3] . On the other hand, it only improves partially the result of [1] . We present in Table II the comparison between the lower bound of Theorem 10 and the lower bound of [1] . Moreover, we give in Table I the best lower bound between ours (that we write in bold text) and those of [1] . We have checked by computer experiments that, for every , our lower bound improves the lower bound of [1] for and while it does not improve the lower bound of [1] for and . However, we do not know whether it holds for every positive integer or not. Concerning the cases where , we have found by computer experiments that our lower bound is better than the lower bound of [1] for some values of with and .
V. CONCLUSION
In this paper, we study more deeply than [1] the structure of vector spaces of annihilators with prescribed algebraic degrees for all Boolean functions. Notably, we establish lower and upper bounds on their dimensions. That allows us to improve significantly upon the bound of [1] for low orders (which play the most important role for attacks) and upon the bound of [3] for all orders. Our results give additional information on the relation between the distance of a function to all low-degree functions and its algebraic immunity. They state in particular that it should thus be possible to find Boolean functions having a high algebraic immunity of high nonlinearity and th-order nonlinearity for low values of . In addition, we are convinced that some of our auxiliary results could be improved and that those improvements should lead to a lower bound on the th-order nonlineary of a Boolean function involving its algebraic immunity better than the bound of [1] for all orders.
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